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Abstract

In Part I of this paper we extended the notions of family complexity,
collision and avalanche effect from one dimension to n dimensions, i.e.,
from binary sequences to binary lattices. Then we considered a large
family of binary lattices with strong pseudorandom properties which
had been constructed by using quadratic characters of finite fields, and
we showed that this family also possesses a nice structure in terms
of these notions. In Part I we considered a large family of binary
sequences with strong pseudorandom properties constructed by using
additive characters and we extended it to n dimensions, i.e., to binary
lattices. In this paper we will show that these binary lattices possess
strong pseudorandom properties, and their family also possesses a nice

structure in terms of family complexity, collision and avalanche effect.

1 Introduction

First we recall those definitions from Part I [9] which we need here. In
[14] Mauduit and Sarkozy proposed to use the following measures of pseudo-

randomness of binary sequences
(e1,e9,...,en) € {—1,+1}":

the well-distribution measure of Ey is defined by

a,b,t

-1
W(Ey) = max Z €atjb (1.1)
=0

where the maximum is taken over all a,b,t € Nwith 1 <a < a+(t—1)b < N,

and the correlation measure of order k of Ey is defined as

M
Ck<EN) = I]l\’l/[?i%( E 1 En+dy - - - En+dy,
n—



where the maximum is taken over all D = (d;,...,d;) and M such that
0<d <---<d <N— M. The combined (well-distribution-correlation)

pseudorandom measure of order k was also introduced:

Qr(En) = = max Z Catjbids - - - Cartjbidy (1.2)
where the maximum is taken over all a,b,t and D = (dy,...,d) such that

all the subscripts a + jb + d; belong to {1,2,..., N}. (Note that Q,(Ey) =
W(Ey) and clearly Cy(EN) < Qk(EN).) Then the sequence Ey is considered
to be a “good” pseudorandom sequence if both W (Ey) and Cyx(Ey) (at least
for “small” k) are “small” in terms of N, in particular, both are o(/N) as
N — oo. Indeed, later Cassaigne, Mauduit and Sarkozy [3| showed that
this terminology is justified since for almost all Ey € {—1,+1}" both W (Ey)
and Cy(Ey) (for fixed k) are less than N'/2(log N)¢ (and they are also greater
than e N'/2; see also [2] and [12]). Since that many papers have been written
on the pseudorandomness of special binary sequences and on the measures
of pseudorandomness.

In [11] Hubert, Mauduit and Sarkozy extended this theory of pseudoran-
domness to n dimensions. They introduced the following definitions:

Denote by Iy the set of n-dimensional vectors whose coordinates are

integers between 0 and N — 1:
IV ={x=(r1,...,2,): ; €{0,1,...,N —1}}.

This set is called an n-dimensional N-lattice or briefly an N-lattice. In [10]
this definition was extended to more general lattices in the following way: Let
uj, Us, ..., U, be n linearly independent n-dimensional vectors over the field
of the real numbers such that the i-th coordinate of u; is a positive integer and
the other coordinates of u; are 0, so that u; is of the form (0, ...,0, z;,0,...,0)

(with z; € N). Let t1,1s,...,t, be integers with 0 < ¢1,¢s,...,t, < N. Then



we call the set

By ={x=zu1+ -+ zuy:, z, e NU{0}, 0 <z |u| <t;(<N)

fori=1,...,n}

an n-dimensional box N -lattice or briefly a box N -lattice.
In [11] the definition of binary sequences was extended to more dimensions

by considering functions of type
n(x): Iy — {-1,+1}.

If x = (z1,...,2,) so that n(x) = n((z1,...,z,)) then we will simplify the
notation slightly by writing n(x) = n(xy,...,2,). Such a function can be
visualized as the lattice points of the N-lattice replaced by the two symbols
+ and —, thus they are called binary N-lattices.

In [11] Hubert, Mauduit and Sarkézy introduced the following measures
of pseudorandomness of binary lattices (here we will present the definition

in the same slightly modified but equivalent form as in [10]):
pi I — (=1, 41},

Define the pseudorandom measure of order k of 1 by

Qu(n) =, max ;Bn(xﬂLdl) con(xdy)|

where the maximum is taken over all distinct dq,...,dx € I} and all box
N-lattices B such that B 4+ d;,...,B + dx C I}. Note that in the one
dimensional special case Qx(n) is the same as the combined pseudorandom
measure (1.2) for every k and, in particular Q;(n) is the well-distribution
measure W in (1.1).

Then 7 is said to have strong pseudorandom properties, or briefly, it is
considered as a “good” pseudorandom binary lattice if for fixed n and k and

“large” N the measure Qx(n) is “small” (much smaller, than the trivial upper
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bound N™). This terminology is justified by the fact that, as it was proved
in [11], for a truly random binary lattice defined on I} and for fixed k the
measure Q(n) is “small”, more precisely, it is less than N™/? multiplied by a
logarithmic factor. As in the one-dimensional case, a list of papers written
on pseudorandomness of binary lattices and on the measures of pseudoran-
domness is presented in [6]; see also the more recent papers [7] and [8].

In the applications one may need not just a single binary sequence resp.
lattice with strong pseudorandom properties but a large family of them.
Moreover, in many applications it is not enough if our family F is large;
it can be much more important to know that F has a “rich”, “complex”
structure, there are many “independent” sequences, resp. lattices in it which
are “far apart”. Thus one needs quantitative measures for these properties
of families of binary sequences, resp. lattices. In the one dimensional case
there are tools of this type appearing in the literature: family complexity,
collision, avalanche effect. In Part I we presented their definitions, and then
we extended them to n dimensions, i.e., to binary lattices. These definitions
in the n dimensional case are the following:

Let F be a family of binary lattices n : I} — {—1,+1}, let j < N,
let x1,X2,...,%x; be j distinct vectors from Iy, and let (e1,€2,...,6;) €

{—=1,+1}. If we consider binary lattices n : I% — {—1,+1} with
n(Xl) = &1 U(X2) 2527"'777(Xj) = &4 (13)
then

Definition 1 (1.3) is said to be a specification of length j of 1.

Definition 2 The family complexity or f-complexity of a family F of bi-
nary lattices n : Iy — {—1,4+1}, denoted by I'(F), is defined as the greatest
integer j so that for any specification (1.3) of length j there is at least one
n € F which satisfies it.



Then it is easy to see that

(1.4)

(Indeed, this is Proposition 1 in [9].)
Assume that N € N, n € N, § is a given finite set, to each s € § we
assign a unique binary lattice n = n, : Iy — {=1,+1}, and let F = F(S)

denote the family of the binary lattices obtained in this way:
F=F(S)={ns: seS}. (1.5)

Definition 3 If s € S, s’ € S, s # s’ and ns = ng, then this is said to be a
collision in F = F(S). If there is no collision in F = F(S), then F is said

to be collision free.

Definition 4 If F is of form (1.5), and for any s € S changing any element
of s changes “many” elements of ns = Iy — {—1,4+1}, then we speak about
avalanche effect, and we say that F = F(S) possesses the avalanche property.
If forany s € S, s €S, s# s at least (3 — o(1)) N™ elements of ns and 1y

are different, then F is said to possess the strict avalanche property.

Definition 5 If N ¢ N, n € N, n: I} — {-1,+1} andn/ : I} —
{=1,41}, then the distance d(n,n') between n and n' is defined by

din,n') = {(x1, 09, ..., x0) : (21,...,2,) € T},
n(xy, ... xn) 0 (2, . x0)

If F is a family of form (1.5), then the distance minimum m(F) is defined
by
m(F) = min d(ns,ns).
s,8'€S
s#£s’
(So that F is collision free if m(F) > 0, and it possesses the strict

avalanche property if



After introducing these definitions in Part I, the rest of the paper was de-
voted to the study of a family of binary lattices. In [16] Mauduit and Sarkozy
constructed a large family of binary lattices by using the quadratic character
of finite fields and they proved that these lattices have strong pseudorandom
properties in terms of the measures (J;. In Part I we also showed that a
variant of this family also possesses nice pseudorandom structure in terms of
family complexity, collisions and avalanche effect.

The quadratic character based constructions certainly belong to the best
ones in both one and n dimensions. However, there are a few further con-
structions which are (nearly) equally good or just slightly inferior to these
quadratic character constructions. It may occur that these other construc-
tions have certain advantages (e.g., fast and simple implementation, flexibil-
ity of certain type, better control of a special pseudorandom property) which
pay in some applications. Thus it is worth to continue the work by analyz-
ing the pseudorandom properties of families generated by other important
constructions. In this paper our goal is to analyze two closely related further
constructions, and then combining certain elements of the two constructions
we will be able to construct a further large family of binary lattices such
that each of them has strong pseudorandom properties and their family also

possesses a nice pseudorandom structure.

2 Two further constructions

The first construction is a one dimensional-one which was presented by
Mauduit, Rivat and Sarkézy in [13]: let p be an odd prime, f(z) € F,[z] ,
and define the binary sequence E, = (ey,...,¢e,) by

Lo <pp2 o)

-1 if p/2 <rp(f(n)) <p



(forn=1,2,...,p) where r,(n) denotes the unique r € {0,1,...,p—1} such
that n = r (mod p). They proved:
Theorem A If f € F,lz] is of degree ¢ > 2 and E, = (e1,e2,...,€,) is

defined as above, then we have
W(E,) < tp'*(logp)?,

and for
2<k</l-1, (2.2)

Cy(E,) < tp**(log p)* 2.

(The expression “additive characters” appears in the title of their paper
[13] since this result is proved by using additive characters.) However, they
also showed that the correlation of large order can be large:

Theorem B For any ¢ = 2° there exists a constant ¢ = c¢(€) > 0 such that if p
is a prime number large enough, f € Fylx] is of degree { and E, = (e, ..., ep)

is defined as above, then

U+v
max > " ennii - Enreot| > cp.
1SU<U+V <pt1—t |n=U

Thus condition (2.2) in Theorem A is necessary, and the correlation of
order k can be large if k > deg f. This slight weakness of construction (2.1)
explains that, apart from a rather simplified and crude construction in [5]
(which did not use finite fields) it has not been extended to n dimensions (to
binary lattices). However, in the most applications this small problem does
not lead to any difficulties: it is usually enough to know that the correlation
of small order are small. If we want C}, to be small, for say k£ < K, then it is
enough to take polynomials of degree greater than K. Taking the degrees of
the polynomial higher makes the computation longer but, on the other hand,
it means more freedom in the choice of the coefficients and it makes the size

of the family greater, which pays in cryptography and elsewhere.



In [18] Toth showed that the family induced by (2.1) and (2.2) is not
collision free, but later she showed [19] that this weakness can be corrected
by taking a subfamily which is just a slightly smaller but it is collision free
and it also possesses the strict avalanche property.

Thus we may conclude that in spite of minor problems arising from Theo-
rem B, construction (2.1) can be adjusted to the majority of the applications,
besides it is simple and it can be implemented easily, so that is worth to con-
tinue its study and, in particular, to extend it to n dimensions (to binary
lattices), by using also finite fields which may lead to sharper estimates.

The difficulties arising from Theorem B can be eliminated by using the
notion of the multiplicative inverse and replacing f(n) in (2.1) by its multi-
plicative inverse. This was shown by Mauduit and Sarkézy in [15]:
Theorem C Assume that p is a prime number, f € F,[z] has degree
(0 <)l(< p) and no multiple zero in F,. For (a,p) = 1, denote the multi-
plicative inverse of a by a™*:

ac”' =1 (mod p).

Define the binary sequence E, = (e1,...,e,) by

) AL (fn)p) = Lon(f(n) Tt < 2.3)
" —1 if either (f(n),p) =1 and r,(f(n))> > Zorp| f(n)

forn=1,2,...,p (where r,(n) is defined as in (2.1)). Then we have
W(E,) < (p'/*(logp)®.

Theorem D Define p, f(x), ¢ and E, = (e1,...,¢ep,) in the same way as in
Theorem C. Assume also that k € N with 2 < k < p, and one of the following
conditions holds:

(i) k =2;

(ii) (40)% < p.
Then we also have

Cr(B,) < lkp'/?(logp)**.
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Note that for small ¢ (for ¢ < —%2_) condition (ii) in Theorem D is

loglogp
weaker, than (2.2) in Theorem A.

In [17] Mauduit and Sarkozy extended construction (2.3) to n dimensions
(to binary lattices). Let ¢ = p™ be the power of an odd prime. We will
consider the field F, of order g, its prime field of order p will be denoted by
F, (and we will identify F, with the field of the modulo p residue classes,
and we write ¢ for the residue class =i (mod p)). Fix a basis vy, v, ..., v, of
the linear vector space formed by F, over F, (i.e., v1,vs,...,v, are linearly
independent over ). Let ¢ : I — I, be the mapping defined so that for

X = (21,...,7,) € I} we have
o(x) = o((z1, 22, ..., 2,)) = 2101 + -+ - + 2RV, € Fg;

clearly, this is a bijection.

Assume that £ € N, ay, ..., a, are distinct elements of F,, and let
f(z) =(z+a1)(z+a2)...(z+a) (€ F,lz2]). (2.4)

Define the “boxes” By, By, ..., B, by

-3

Bl_{zuivl O<u1<p2 , Uz, 7un€Fp}7

i=1

“ p—1 p—3
BJ—{;uivi: U = :u]_l_T’0<u]_T’

u]+17 , Un S IE‘p}
and write
B = nglB]

Define the binary lattice I;' — {—1,+1} by

s | I FOmd et eB

—1 otherwise.



(As they write in [17]: “We remark that the definition of B is made slightly
complicated by the fact that we have to balance between two requirements:
the structure of B must be possibly symmetric, easy to handle and, on the
other hand, its cardinality must approximate g well.”)

It was shown that if k is not very large, then Qx(n) is “small” for this
binary lattice n:
Theorem E If p,q,n,l, B and n are defined as above, k € N

kl<p k+0<p+1

and

q
k =
€<2,

then we have
Qi(n) < (2873 + 1) ktn*¢**(log p + 2)" .

We have tried to show that there is a large family of binary lattices of
type (2.5) obtained from polynomials of form (2.4) (so that by Theorem E
the pseudorandom measures @), of the lattices are small for small k) and the
complexity of this family is large, it is collision free, and it also possesses
the strict avalanche property (as it happens in case of the quadratic char-
acter construction studied in Part I). Unfortunately, we have not been able
to do this. The difficulty is that the polynomials f appearing in this con-
struction have the very special structure given in (2.4) which can be handled
only by multiplicative characters (which appear in the quadratic character
construction) but it can be handled neither by additive characters (which is
the natural approach in case of construction (2.5)) nor by the interpolation
method used in [1].

Since the estimate of the family complexity seems to be so difficult in case
of the multiplicative inverse construction (2.3), thus we will return here to

construction (2.1) which is slightly simpler and thus it can be handled more
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easily. First in Section 3 we will extend construction (2.1) to n dimensions
by using the same finite fields approach which was used in [17] for extending
construction (2.3) to the n dimensional construction (2.5), and we will show
that Qr(n) is small for the binary lattice obtained in this way if %k is small.
Then in Section 4 we will introduce a large subfamily of these lattices, and
we will show that its family complexity is also large; we will prove this by
using a variant of the interpolation method (introduced in [1]). Finally, in
Section 5 we will show that the same subfamily is collision free, and it also
possesses the strict avalanche property. Thus this subfamily is composed of
lattices each having strong pseudorandom properties, and their family also

possesses strong pseudorandom properties.

3 Extension of construction (2.1) to n dimen-
sions and estimate of the pseudorandom mea-
sures.

We will use the same notations as in Section 2. Let f(z) € F,[z] be a
non-constant polynomial, and define the binary lattice n : I} — {—1,+1}
by

+1 if f(p(x)) € B
w0 =wbo =1 (31)

Theorem 1 Let k, ¢ € N with
2<0<p (3.2)

and

2< k<1, (3.3)

let f(z) € F,lz] be of degree £, and define n by (3.1). Then we have

Qr(Ex) < 28nF¢" *(logp + 2)"+*. (3.4)
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As Theorem B shows condition (3.3) is necessary in the special case n = 1.
This result could be extended to the case of general n (so that (3.3) is also
necessary for n > 1); we will not go into details of this here.

Proof of Theorem 1. Consider the i-th factor n(x + d;) in the sum in
definition of Qx(n). By (3.1), the value of this is

+1 if f((p(X + dl)) eEB

MW L e d) ¢ B

(3.5)

Clearly, o(x + d;) = ¢(x) + ¢(d;), so that writing ¢(x) = z and ¢(d;) = z;,

(3.5) can be rewritten as

+1 if f(z+2)€B
x+d;) = )
( ) =1 if f(z+2) €B. (3.6)

Moreover, if x runs over the elements of the box N-lattice
B = {x = (x1by,x3bs, ..., xb,) : 0<x; <t;fori=1,2...,n}

then z runs over the box

B ={¢(x): x € B}
= {xlblvl + .I‘QbQ’UQ + e 4 l’nbn’Un DX € NU {0}, 0 < €T; < tz} - Fq.

Clearly, for all u € F, we have

1es heF, -1 ifugB

where 1; denotes the canonical character of IF, thus (3.6) can be rewritten

as

n(x +d;) ZZ% flz+2)=b) -5

1 e heF,
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so that the sum in the definition of Qx(n) can be written as

S +dy) . nx+di) = Y 2 ]] ézzi/h(h(f(z—i—zi)—b))—%

x€B 2B i=1 beB heF,

(3.7)

Separating the h = 0 term in the general factor of the product we get

DNACCESEDIEEE Gzl—%)

beB heF,

+ézzw1(h(f(z+zi)—b)).

beB heF;
Here we have
1 1 1< 1 1-p—1 1 1 1
PRSP S DS S TR
qbeB 2 Jj=1 2 qj:l 2 2 24 2
g—1 1 1
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so that it follows from (3.7) that

Zn(x+d1)...n(x+dk)

s3I P RACGEEIEE
zeB’ i=1 beB hE]FZ
D CES SEIEED D DD »

(b1 b5)EB7 (g hj)e(Fy)’ 1S <<ii<k

sl Yy

— 1<it i
J (hi,..., hj)e(]F;;)J 1<y <<i;<k

Do bi(f(z+20) + -+ hy(f(z + 2)))|
x| hi(=haby — - = hyby)] . (3.8)
(b1,...,b;)EBI

In order to estimate the penultimate sum we will need Weil’s theorem

[20]:

Lemma 1 If q is a prime power, ¢ is a nontrivial additive character of F,,

and g(z) € Fy[x] is a polynomial of degree d with d > 1, then we have

> Ul9(2)] < (d—1)g"2

We will use the incomplete version of this theorem:

" 1s a prime power, 1 is a nontrivial additive

Lemma 2 Assume that ¢ =p
character of Fy, and g(x) € F,[z] is a polynomial of degree d with d > 2 and

B CF, is a box of form

EZ{Z]E%I 0<ji <t fori=1,2,...,n}

j=1
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(where vy, ..., v, are linearly independent over the prime field of F,). Then

we have

> w(g(2)| < (d—1)g"*(2 + logp)". (3.9)

Proof of Lemma 2. This can be derived from the complete version in
Lemma 1 in the standard way; for the sake of completeness we sketch the

proof. By ¢ # 1y for any u,b € F, we have

1 ifu=0>
—Zw (u—1b))
9 j.cx, 0 ifu#b,

and thus

> wla@)| = | vl Z 3" d(h(u— b))

ZGE UE]Fq beB hE]Fq
Z > (g(u) + ha)| | > (hb) (3.10)
hqu u€el, beB

By deg g(u) = d > 2 we have

deg (g(u) + hu) = deg g(u) = 2

for every h € F,, thus we may estimate the middle sum by using Lemma 1,

and then we obtain

Z Y(g(u) + hu)| < (d — 1)¢"/? for every h € F,. (3.11)
u€lFy
Moreover, by formula (3.21) in [17], for ¢ # 1)y and any box B of the given

type we have

D> 1D S w(hb)| < q(2+logp)™. (3.12)

heFq |beB
(3.9) follows from (3.10) by (3.11) and (3.12), and this completes the proof

of Lemma 2.

To complete the proof of Theorem 1 it suffices to prove
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Lemma 3 In the penultimate sum in (3.8) we have
deg (hif(z 4 zi) + -+ hif(z+ z;,)) =2 (3.13)
for every (hy, ... h;) € (F:) and 1 <iy <--- <i; < k.

First we will show that, indeed, (3.4) follows from (3.8) and Lemma 3,
and we will return to the proof of Lemma 3 after this.

By Lemma 3, each of the polynomials hy f(z + 21) +---+ h;f(2+ z;) in
the penultimate sum in (3.8) is of degree greater than 1, and clearly, each of
them has degree at most deg f = ¢. Thus we may use Lemma 2 to estimate

these sums, and then we get

S n(f (et )+ bz 4 )] < (0 12+ logp)".

zeB’

Thus it follows from (3.8) that

Zn(x+d1)...n(x+dk)

xEB

k
S DD 3
j=1

(h1evshj) €(FE)I 1<i1 <o <<k

> i (hib)

J

(€ - 1)g"*2+1ogp)" |

i=1 | beB
|k
=1+ - 22](6 —1)¢*?(2 + log p) < )
=1
J
o (hb) (3.14)
heF: | beB

Here we have

S ) = e = 35T )

heF; | beB Y#o | beEB g | i=1 beEB;
n n
SIS ICIEDID APV
Y#o =1 [beDB; i=1 p#o |bEB;

16



By (3.29) in [17] we have

D

Y#o

> w(b)

beB;

3
<q (logp+ 5)

< Zq (logp+ ;) =ngq (logp+ ;) . (3.15)

i=1

so that

>

heF;

> 4y (hb)

beB

Thus it follows from (3.14) that

¢
3\ \ ¥
(1 + 2nq (logp + 5))

<14 (0—1)g"?(2+1ogp)" (2n (logp + 2))*
< 2k0nk 2 (log p + 2)" .

This holds for every B,dy,...,dx which proves (3.4) in the theorem.
It remains to prove Lemma 3.

Proof of Lemma 3 Write
F(z) = hif(z42) +- -+ hif(z+ 2),
and assume that contrary to (3.13) we have
deg F(z) =0or 1, or F(z) =0. (3.16)

17



By the assumption deg f = /¢ < p in (3.2), for every z; € F, we may use the

Taylor formula to write

14

flz4+2) = Z Zmir:f(m)(z)

m=0

(where f(™)(z) denotes the m-th derivative of f(2)). By (3.3) we have
J<k<{l-1, (3.17)

thus we may rewrite this as

]1m

ﬁ z) +1i(2)

MN

z+zl

m=0

with some polynomial 7;(z) of degree at most ¢ — (j —1) — 1 = ¢ — j. Thus

F(z) can be written as

o fO(z) + Z heri, (2) (3.18)

t
- 1
- ( ) L Fm) + Rz) (3.19)
m!
m=0 \t=1
where R(z) is a polynomial of degree
deg R(z) <{¢—j (or R(z) =0), (3.20)
while the polynomials f(z) with 0 < m < j — 1 are of degree
deg f™M(z)=l—m>0—j+1 (3.21)
so that by (3.17) we have

deg f™(2) > 2. (3.22)

18



By our indirect assumption (3.16), it follows from (3.19), (3.20), (3.21) and
(3.22) that the coefficient of every f(™(z) in (3.19) must be 0:

h1+h2+"'+hj:0,
Zilhl—FZ'l’QhQ—'—"'—FZ'ijh]‘:O,

Zg;lhl -+ Zg;lhz + -+ Zgjilhj =0.

This is a system of linear equations in the variables hq, hs, . .., h; whose deter-
minant is a Vandermonde determinant with generating elements z;,, z;,, . . ., 2;;

which are pairwise distinct, thus it is nonzero. It follows that the system has

only the trivial solution
h1:h2:~-~:hj:0,

which contradicts our assumption (hy, hy, ..., h;) € (F;)’, and this completes

the proof of the lemma.

4 The family complexity of a large subfamily

of the binary lattices studied in Theorem 1

Suppose that by using construction (3.1) we want to form a large family of
n-dimensional binary p-lattices 1 each of them having strong pseudorandom
properties, more precisely, we want Qx(n) to be “small” for every n belonging
to the family and every & € N less than a certain parameter K € N. By
Theorem 1 the lattice n = 7y in (3.1) satisfies this requirement if conditions
(3.2) and (3.3) in Theorem 1 hold with ¢ = deg f < p and K in place of
k+ 1. K < /¢ < p. On the other hand, if / = deg f increases then the
computational complexity of the construction also increases, thus we have to

keep ¢ = deg f possibly small. To balance these two requirements, we take
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polynomials of degree exactly K, i.e., wee consider the family
Gk ={n: n=mnyis of form (3.1) with f € F,[z], deg f = K}.
Note that the coefficients of f can be chosen in (¢ — 1)¢® ways so that
x| = (g —1)g". (4.1)

Now we will define a subfamily Hy of Gx which is just slightly smaller than
Gk, and we will show that it is of high family complexity (it follows from
Hyi C Gk that I'(Hg) < T'(Gk) so that then Gg is also of high complexity),
it is also collision free, and it possesses the strict avalanche property. Thus,
indeed, both the lattices belonging to this family Hx and the family itself
will possess all the pseudorandom properties studied by us.

Define S* and S~ as the set of the polynomials of the following form:

ST ={a® +2%g(x) + v +1: g(z) € F,lz], deg g(x) < K — 3 or g(z) = 0},
S™ = {a® +2%g(x) —x —1: g(z) € F [x], deg g(z) < K — 3 or g(z) = 0},
and let

S=S5Tus-
and

Hyx = {n: n=ns with some f € S}.
Note that clearly
S| = ‘SJF‘ + ‘S*‘ =252,

and in the next section we will show that Hy = Hg(S) is collision free so
that
M| =S| = 24"~ (4.2)

which is indeed, just slightly smaller than |Gx| in (4.1).
Now we will prove that Hy is of high complexity:
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Theorem 2 Define ¢ =p", S and Hx as above, and assume that K € N 1is
such that
3< K <p. (4.3)

Then we have
I(Hg) > K —2. (4.4)

Note that by (1.4) and (4.2) we have
< log [Hx| _log2+ (K —2)logq _ 2

I'(Hk) (K —2)logq

log 2 log 2 log 2
so that our lower bounds (4.4) is worse than the best possible one by at most
a factor clogq.

Proof of Theorem 2 We will use a modified and extended version of the
interpolation method applied in [1]. While this method gives slightly weaker
estimate than the optimal one, it has the advantage that it is more flexible
than the method used in [4] and it can be adapted to more general situations.
We will use the same notations as in Section 5.

In order to prove (4.4) we have to show that for any specification

n(x1) = €1, N(X2) =€9,...,N(XK_2) = €x_2, (4.5)

of length K — 2 there is an f € S such that the associated binary lattice

n =mny: I — {—1,+1} satisfies it. For each of the vectors x; € I}

considered in (4.5) we write p(x;) =v; and YV = {y1,92,...,yx—2}. Then by
(3.1),
n(xi) = &

holds for some 7 = 7y if and only if (4.6)
fly;)) e Bife; =+1  and f(y;) € Bif g; = —1. (4.6)

Since clearly 1 € By C Bforp>3and 1 € By C B for p =3, and —1 ¢ B,
thus (4.6) follows from

flyi) =& (4.7)
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so that it suffices to show that there is an f € S = ST U S~ such that (4.7)
holds for 2 =1,2,..., K — 2.
If0¢g Y, or0e ) and for the iy with y;, = 0 we have

Eig = +1, (48)
then we look for such an f in S, i.e., we represent it in the form

fW) =y +v°g(y) +y+ 1. (4.9)

Clearly, f(0) = +1 for every f of this form, so that if 0 € ) then by (4.8),
(4.7) holds trivially for i = 9. Thus we may restrict ourselves to i # iy in

(4.7), i.e., we are looking for a
g € F,ly] with deg g(y) < K —3or g(y) =0 (4.10)

such that
fw) =yl +vigy) +yi+1=¢

for ¢ # ig. If i # ig, i.e., y; # 0, then the last equality can be rewritten in the
form
gly) = =y 2 + E_y# (for i # ig). (4.11)
Since 7 may assume at most K — 2 values here, thus there is an interpolation
polynomial g of form (4.10) which satisfies (4.11) for every i # iy (which can
be determined by Lagrange or Newton interpolation) and then the polyno-
mial f defined by (4.9) is of the desired properties.
It remains to consider the case when 0 € Y and for the ¢y with y;,, = 0

we have

Eig = —1.

Then we look for f in S7, i.e., we represent it in the form

fw) =v"+v°9(y) —y— 1.
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Then again (4.7) holds trivially for i = 4. It remains to find a polynomial g
of form (4.10) such that

Fy) =it +yialy) —yi—1=2¢
or, in equivalent form,

gityitl
2

g(ys) = =yl 2+ (for @ # do).

Again, such a polynomial g can be found by interpolation, and this completes

the proof of Theorem 2.

5 The family studied in Section 4 is collision
free and it possesses the strict avalanche prop-
erty

We will prove

Theorem 3 Using the notations and assumptions of Section 4 we have

m(Hg) > % (q — 6(K — 1)n?¢'/? <logp+ g) ) : (5.1)

Note that if )
3
6(K — 1)n? <logp + 5) < ¢ (5.2)

then the right hand side of (5.1) is positive so that m(Hg) > 0 and thus Hy

is collision free. This proves
Corollary 1 If (5.2) holds then Hy is collision free.

Moreover, if ¢ — oo and
Kn*(logp)® = o(¢*?) (5.3)
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then it follows from (5.1) that

1
(i) > (5-o1))
which proves

Corollary 2 If (5.3) holds then Hy possesses the strict avalanche property.

Proof of Theorem 3 Assume that f,g € S and f # g. Then as at the

beginning of the proof of Theorem 2 in [9] we have

dngm) = 5 (0= S npGIng(x) | (54)

xeln

If we write ¢(x) = z, then in the same way as in the proof of Theorem 1 we

get
w) =2 | 2305 () - ) - 5
beB heF,
I P NACCORDIEE (55)
beBB heF;
and
wlx) =2 (3 3 wlhlol) -0 - o | (56)
beB heF;

If x runs over the elements of I then p(x) = z runs over the elements of IF,.

Thus by (5.5) and (5.6), the sum in (5.4) can be rewritten as

S gm0 =4 £ 3 3 wnlh(f2) - b) - 5 | x

xEIZ’} beB hGF;
1 1
X p bEZBhEZF 1(h(g(z) = b)) — 2
() + -7
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where

Z Z Z Zwl (h1f(2) + hag(z Zd’l —hib) 21/11 —habs),

h1€F} ha€F z€F, bieB boeB
ZQ = Z Z Y1 (h(f(2))) Z?/Jl(—hb)
heF; z€F, beB
and
3= o 3 3 o) )
heF; z€F, beB
We have

DD D SACTOETHON 1) SEACAY

h1€F hQGF z€F, b1eB
X [ 1 (—haby) (5.8)
boeB
We will show that for every hy, hy € IF; we have
deg (h1f(z) + hag(2)) > 1. (5.9)

Indeed, if hy # —hs, then the coefficient of 2% in hy f(2) + hog(z) is nonzero.
If hy = —hy and both f(z) and g(z) belong to St or both belong to S—,
then, by f # ¢ the coefficient of at least one of 22, 23,..., 2%~ is nonzero.
Finally, if h; = —hy and one of f and g belongs to ST and the other one to
S~ then the coefficient of x is +2h; # 0 (note that p > 2). This proves (5.9)
so that we may apply Lemma 1 to estimate the middle sum in (5.8). Clearly,

the degree of the polynomial in (5.9) is at most K, thus we obtain

S il () + hag(2))| < (K — 1)

z€Fy

(uniformly for Ay, hy € F}). Thus it follows from (5.8) that

1/2 Z

helFy

> ti(—hb)

beB
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whence, by (3.15),

1 3\ \ 2 3\ 2
‘Z ‘ < = (K - 1)q1/2 ng (logp+ = = (K — 1)n2q1/2 logp+ 2 .
1 ¢ 2 2
Clearly we have

DRET - P SALNC)

hGF; z€Fy

> di(—hb))

beB

Again we may estimate the middle sum by Lemma 1 and then we may use

(3.15):

2,

< 503 (K = 1 |5 vs(hb)

heFy beB

= QLQQ(K —1)g"? > > hi(—hb))

heFy |beB

1 12 3
< 2—q2(K —1)q"*nq <10gp+ 5)
1 3
= 2 (K —=1)n (logp+3 ), (5.11)

and in the same way,

’23’ < ﬁ(K —1)n <10gp+ g) . (5.12)

It follows from (5.7), (5.10), (5.11) and (5.12) that

> nr(X)ng(x)| < 4<(K — 1)n?q'/? <logp + g)

xe[{}

1
a2

1 3
+ W(K —1)n (logp+ 5) ) + p
3 2
< 6(K — 1)n*¢"/? <]ogp + 5) : (5.13)

(5.1) follows from (5.4) and (5.13) which completes the proof of the the-

orermn.
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