Computational Number
Theory

10th Lecture

Modular square root

Katalin Gyarmati
katalin.gyarmati@ttk.elte.hu

Ebtvés Lorand University

ELTE TTK, Institute of Mathematics



So far we discussed the solvability of x> = a (mod p), but if it
is solvable, how to find a solution of ? In this chapter, we study two
polynomial time algorithms for the above problem.

1 Tonelli-Shanks’s algorithm

The first algorithm in question is the so-called Tonelli-Shanks
algorithm. The version discussed here was developed by Daniel
Shanks [4] in 1973, who explained:

“My tardiness in learning of these historical references was be-
cause | had lent Volume 1 of Dickson’s History to a friend and it was
never returned.”

So, according to Dickson’s book, a more redundant version of the
algorithm already existed in 1891 and is associated with the name
of Tonelli [1]. In this note the description of the algorithm is based on
Koeblitz's book [3].

| describe this algorithm in more detail in my lecture notes [2], it
is not included in today’s lecture.

Instead of the Tonelli-Shanks algorithm, we use an alternative
tricky method, Perelta’s algorithm, for the modular square root.

So the problem: For a given prime p > 2, a € Z,, for which
(a,p) = 1 and <2> = —+1, we would like to find the solution of
p

z? = a (mod p).
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2 Perelta’s algorithm

In this chapter, we give an alternative tricky method for computing
the square root modulo p, Perelta’s algorithm [2].

The description of the algorithm is based on Robin Chapman’s
note [1], who provided a very clear description of Perelta’s algorithm
with matrices.

Two integer matrices A and B are said to be congruent modulo
p if their corresponding elements are congruent modulo p. Notation:

A=B (mod p).

Congruences of matrices can be handled in the same way as for
integers.



Let p be an odd prime and a be a quadratic residue, i.e., <%> =
1. Suppose that we would like to solve the following congruence:

x> =a (mod p).

In the first step, we look for an integer b for which

<b2; a) — 1. (2.1)

This is achieved by random methods, the chance that ?> — a

quadratic non-residue for a randomly chosen b is about 1/2.

Thus, by repeating this step a couple of times, sooner or later we
get a b residue for which (2.1) holds. We define the matrices A and
B by the following:

01 b1
A= , B=bl+ A= ,
a 0 a b

where I is the 2 X 2 identity matrix.

After that, we calculate the B(®—1)/2 matrix modulo p by repeated
squaring. Amazingly, we find that

’ g] (mod p),

S

B-1)/2 = [

where s> = a (mod p).

Let's see why this algorithm works. First, calculate the matrix
BP = (bl + A)P based on the binomial theorem:

p
BP =) (’?) P I A = bPT + AP (mod p), (2.2)
J

=0



since for 1 < 5 < p — 1 the binomial coefficient (?) is divisible by p.
By Fermat’s little theorem, b = b (mod p). By Euler’'s lemma,

aP~1/2 = <9> =1 (mod p).

P
Simple matrix multiplication shows that A2 = al, so
AP = A.(A%) P2 = A (aD)P V2 = g D24 = A (mod p).
Comparing the above with (2.2):
B?P=bI+ A=B (mod p). (2.3)

Since the determinant of the matrix B is not zero modulo p, it has
an inverse modulo p, which we will denote by B*.

Multiplying the congruence (2.3) by B* we get
BP"' =1 (mod p). (2.4)

Using the equation A2 = al, it can be proved by induction that for
every natural number n

B" = x,I + y,A,
where x,, and y,, are integers.

Indeed, the starting step of induction for n = 1 we have B =
bl + A, that is Tr1 = b, yp = 1.

Next suppose that we have proved the statement for n, and now
we would like to prove it for n + 1:

B""' = B". B = (x,A + y,I) - (bA+ 1)
= x,bA% + (z, + ynb)A + y,I
= xpabl 4+ (x, + y,b)A + y, I
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= (@n + Ynb) A + (zrab + y,),

thus we may take =, = «,, + y,b and y,, = x,ab + y,. Writing
our statement for the case B(P—1/2 we get that there exists ¢t and
r, for which

t
BP-V/2 — 4] 4 rA = [ T] . (2.5)

ar t

Recall that BP~! = I (see (2.4)), but the upper right element of the
square of the matrix (2.5) is the number 2rt, so we get

2rt =0 (mod p),

from which » = 0 (mod p) ort = 0 (mod p). We first exclude
the case r = 0 (mod p).

Indeed, if r = 0 (mod p), then by (2.5) we get BP~1/2 = tI
(mod p). Thus:

I =BP 1= (BP Y2 =1tD)? =T (mod p).
Thatis, t? = 1 (mod p).

Then det (B?#~1/2) = > = 1 (mod p), but due to the multi-
plicative property of determinants we get

2
det <B(p—1)/2) — (det B)(p—l)/2 — (b2 . CL)(p—l)/2 = (b — a’)
b

= —1 (mod p),

which is contradiction. Thatis » Z 0 (mod p),sot = 0 (mod p).

Then:
0 »r

BP—1)/2 = .4 —
ra 0

] (mod p).

Thus:
I=B""'=(rA)?> =r%al (mod p).
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That is, 72a = 1 (mod p). By the definition of s we have s = ra
(mod p), so s = r?a? = a (mod p), which completes the proof.

It remains to prove that at least half of the residue classes b? — a
are quadratic non-residues and the other half are quadratic residues,
except the two solutions of the congruence x> = a (mod p) are s
and —s, when b> — a = 0 (mod p).

For this, consider the following sum
pi <b2 — a)
b=0 p

If it is —1, we are done. To do this, replace a with s? and use the

following identity:

)£ ) -

I

— P
_ bZO’Zb#_S <(b — 8):)(b+ 8)>

It is easy to check that as b runs on the last sum (b — s)/(b + s)
takes the elements of a complete remainder system except 1. Thus

Pl p2 g
> (=0) =
b=0 p

and this proves our last statement.
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2.1 Least quadratic non-residue

Finally, a few words about which methods are worth using to find
a quadratic non-residue modulo p.

The random method is certainly the most effective.

We choose a random n and see if the value of the Legendre
symbol (%) will be —1. If so, then n is quadratic non-residue modulo

P-

Since modulo p has a total of (p — 1) /2 quadratic residues and
(p — 1) /2 quadratic non-residues, if p { n, then the chance that n is
quadratic non-residue is 50%.

That is, if we try, say, 200 times the algorithm for different n’s, the

chance of not finding a quadratic non-residue modulo p is less than

1
2200 *

This is an even smaller probability that we hit the jackpot three
times in a row in the Hungarian lottery.

Although this method works perfectly in practical applications,
mathematicians also would like to develop a deterministic algorithm
for constructing quadratic non-residues.

Perhaps the simplest idea for this is to try the natural numbers
in a row, 2,3,4,5,6,7, and so on (in fact, it is enough to consider the



prime numbers), and the algorithm stops at the first quadratic non-
residue.

In order to prove that this algorithm is polynomial time, it is nec-
essary to have a sharp upper estimate for the smallest quadratic
non-residue, i.e., we need an upper bound of the form (log p)*.

This problem is interesting in itself. Let n(p) denote the smallest
positive quadratic non-residue modulo p. Burgess [2] proved the
following in 1957:

Ve > 0 3py(e), if p > po(e) then n(p) < p'/4velte,

Unfortunately, this does not yet convince us that there is a determin-
istic polynomial-time algorithm for finding a quadratic non-residue.
However, assuming the generalized Riemann hypothesis, Bach [1]
proved that

n(p) < 2(log p)*.

Thus, we have a conditional result, but as it is well known, neither the
Riemann conjecture nor the general Riemann conjecture has been
proven yet.
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